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Mex. Ne 4323 AKUMOHEpPHOE 00LWEeCTBO
ot 01.04.2026 "YnNbAHOBCKaHEpPro"

KOMMEPYECKOE NPEONOXEHUE Ha 2027r.

MexceteBon akpaH ldeco UTM ®PCTIK — 5T0 MHOrodpyHKUMOHANbHOE MNpOorpaMMHOE UK
nporpaMMHo-annapaTHoe pelleHne ANnd opraHuMsauuMm 3alMLEeHHOro [ocTyna B WHTEpHeT B
KopnopaTvBHbIX W BeOOMCTBEHHbIX ceTax. CepTuduuympoBaH no TpeboBaHUAM [OOKYMEHTOB:
TpeboBaHua gosepusi (4), TpebosaHua k M3J, lMpodunb 3awmtel M3 (UT.M3.A4.113), MNpodunb
3awmTtel MO (UT.M3.B4.M3), TpebosaHua k COB, [lMpodwunu 3awmtel COB (UT.COB.CA4.T3).
Ceptudmkart Ne 4503 ot 28.12.2021.

Kon-Bo, LleHa, 6e3 Cymma 6e3

HanmeHoBaHue WT. HAOC py6. HAC, py6.

lMpaBo ucnonb3osaHusa nporpammel Ansa 3BM Ideco
UTM ®CTO3K (npoanenne nognuckn Security
Update: AC, IPS, CF, obHoBneHus, nogaepxka) - 50 1 56 349.60 56 349.60
Users

UToro: 56 349.60

HOC He obnaraeTtcs Ha ocHoBaHuu nn. 26 n. 2 cT. 149 HK Po.

MpeanoxeHue gencreutenbHo Ao 30.04.2027r.

B ctoumocte nuueHsum O BknioveHa noanucka (security update) - goctyn Kk cnyxbe
TEXHWUYECKON NOAAEPXKKM, NMOITyYeHne HOBbIX BEPCUIA NPOAYKTa, NPaBo MCMNONb30BaHWsA 1 OBHOBMNEHWS
MOAynewn «paclUMPEHHbIA KOHTEHT-PUNbTPY, «CUCTEMA NPeAOoTBPAaLLEHNS BTOPXKEHUIN» U KKOHTPOIb
MPUINOXEHWIY, a TakkKe akTyarnbHbIX 6a3 aHTMBMPYCca 1 aHTMcnama (MpU HanuuumM AaHHbIX MOAYNEn).
Moanuncka npegocTaBnseTcst Ha Nepuoa, yKasaHHbIN B NMLEH3UN, eCrl MHOW CPOK He onpedeneH B
OOMONHUTENbHbIX COrMaLleHnsX.

UcnonHutenb OupekTop
00O «Angeko Cocpteep» OO0 «Avineko CoyTeep» 7~ T
ColueBa Bacuninca AugpeesHa Naitcaes P. Y/ )/ /5 suskrig, O

e-mail: v.sycheva@ideco.ru
TenedoH: +7 800 555-33-40 0o6. Ne 245
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AONONHUTEJIbHBIE MOAYJIU U CEPBUCHI ONA YCUNEHUA SALLUTDI

Hwxe npeacraeneH CnMcok Moaynen n cepBuUcoB, KOTOPbIE MO3BOSISOT PacLUMPUTbL BO3MOXHOCTHU
Ideco NGFW un ycunutb 3awuty WUT-nHdpacTpykTypbl. MoApOOHOCTM MOXHO YTOYHWUTL Y
KNMMEHTCKOro MeHeaXepa, YbM KOHTaKTbl YKa3aHbl HA NepBON CTpaHuLE.

CMNEUMANbHbIA YPOBEHb TEXHUYECKOW NOAAEPXKWU IDECO

MopkntounTe cneynanbHbI YpoBeHb NnoaaepXkm Ideco, 4tobbl nonyyYaTe NPUOPUTETHYO NOMOLLb,
NepCcoHarnbHOr0 MHXEHepa W KPYrnoCyTOYHbIN JOCTyn K akcnepTuse. Mbl GbiCTpo pearvpyem,
rnyboko noHumaem Bawly WMHAPACTPYKTYpPYy WM pelaeMm 3agadv ¢ MMHUMAanbHbIMW puUckamun u
npocToem. VIHBECTMpPYNTE B YBEPEHHOCTb — BblbepuTE MOAAEPXKKY, KOTOpask AEWCTBUTENBHO
paboTaeT Ha Bac.

YckopeHHoe ob6cnyxuBaHue (SLA):

Bpems peakummn: yat — 1 4, noptan — 2 4, TenedoH — 15 MuH, ackanaums — 2 4
MakcmanbHble CPpOKM pelleHns: ctaHgapTHoe — Ao 15 gHen, cnoxHoe — Ao 40 aHen

BblaeneHHbIN UHXEHEP 2-1 NINHUN:
lMepcoHarnbHbIN cneunanucT, 3HaKOMbIV C Ballen MHAPaCTPYKTYpomn
O6paboTka Bcex obpaleHun Yepes noprtan n email
pynnoBown 4yaT B MeCCeHIKepe Ans GbICTPOK CBA3N

Moppepxka 24/7:
Onnawn: MH-MNT ¢ 4:00 go 21:00, Cb ¢ 9:00 go 16:00 (MCK)
OexypHas nunus: 6ygHn 21:00-4:00 (MCK), kpyrnoCcyTO4HO B BbIXOAHbIE U NPa3gHUKN
TenedoH: +7 (495) 662-87-34
MopTan: help.ideco.ru
Email: help@ideco.ru

PernameHT Texnopnepku: https://static.ideco.ru/static/Reglament_TP_ldeco.pdf
OBHOBJIEHUE NMPOITrPAMMHO-AINMNAPATHbIX KOMITJIEKCOB (MAK)

[ns nonHoueHHoro wucnonb3oBaHus QyHKUMoHanbHocTM Ideco NGFW wun  obecnedveHus
cTabunbHOM paboTbl MpM BO3POCLUMX Harpyskax npeanaraem nepevtv Ha akTyanbHble
annapaTHble KOMMIEeKCbl ¢ 6onee BLICOKON NPON3BOANTENBHOCTDLIO.

Takve pelueHVs NO3BONSAIT peanu3oBaTb BCE MexaHu3Mbl 3awwmTbl U 06paboTkn Tpaduka 6e3
OrpaHuYeHun, a TaKke co3[atoT MPOCTPaHCTBO ANs MacwTabupoBaHus — B crydyae pocTta
KonuyectBa nonb3oBaTenen, yBenuyeHus Tpaduka unv NOAKMYEHUs  OOMNOMHUTENbHbIX
moaynen. O6HoBneHne MNMAKOB Takke ynpOCTUT TEXHUYECKYHO MOAAEPXKKY M MOBBLICUT OOLLyO
HaO&XHOCTb MHAPaACTPYKTYpPBbI.

SKYDNS — KOHTEHT-®UJIbTPALUUNA U 3ALLUUTA DNS HOBOIO YPOBHA

YeunbTe 3awmnty DNS ¢ nomowbio SKyDNS B coctase Ideco NGFW. Moaynb obecneunBaet
KOHTPOMNb Hag MHTepHeT-TPadUKOM, YTO NO3BONSET 3aWUTUTLCHA OT CHOXHbIX artak Tuna DNS-
TYHHENnMpoBaHue.

DNS-3awmTa oT BpeAOHOCHbIX PeCypCoOB U TYHHEeNnMpoBaHUA — GnoKMpoBKa JocTyna
K (pULLIMHIOBLIM, YrpaBnaoLWuM 1 3apaxeéHHbIM JoMeHaM 0 YCTaHOBMEHUS coeaUHEHUS.

ideco.ru 8 800 555 3340 info@ideco.ru
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MpoTtuBoaencTeue obxony cpunbrTpaunm — npegotepaiieHme DNS-TyHHennpoBaHus 1
HecTaH4apTHbIX CXEM [OCTyna, KOTOpble WCMOSb3YIT 3M0YMbILNEHHUKM Ans YyTeuku
[AaHHbIX 1 06Xxo4a NONUTUKM 6e30NacHOCTM.

YctaHoBuTe SKyDNS, 4ToObl yCMANTb KOHTPOSb 32 4OCTYNOM B MHTEPHET, MUHUMU3MPOBATb PUCKM
n obecneunTb cobnogeHne BHYTPEHHUX U rocyAapCTBeHHbIX ctaHaapTos UB.

NMPOOBUHYTAA 3ALLUTA C NMPABUITAMU JTIABOPATOPUU KACIMNEPCKOIO

B Ideco UTM c¢ ceptucpmkatom ®CTIK OOCTynHbI pacluMpeHHble npasuna npegoTspalleHns
BTopxeHun (IPS) ot Jlabopatopmm Kacnepckoro. 3TM npaBuna opMUPYHOTCA KOMaHOOM
akcneptoB Ha 6ase rnobanbHon aHanutukn Kaspersky Security Network (KSN) n perynspHo
obHoBNATCSA.

BbisiBneHue ynasumocten (Bknroyaa CVE) u BpeAOHOCHOM aKTUBHOCTM — Ha OCHOBE
AaHHbIX U3 OTKPbITbIX MICTOYHMKOB, aHanMTUYeCKnX nnaTgopm 1 coumeamna

[dononHeHne BcCTpoeHHbIX ¢uaoB Ideco — ycunuBaeT cTaHOAPTHYIO 3aWMTy W
OXBaTblBaeT HOBblE BEKTOPbI aTak

Moaynb npuobpeTaeTca No KonuyecTBy nonb3oBaTenen n obecnevvBaeT LONONMHUTENbHbLIN
YPOBEHb KOHTPOSSI HaZ CETbl. YCUIbTe CBOK 3aLUMTY C akTyallbHbIMW NpaBuiaMu oT nugepa B
chepe knbepbeszonacHocTw.

ycnosud nPOONEHUA NOANMUCKHU

Mo ncteyeHuun cpoka AencTenga NOANUCKM (security update) BO3MOXHO ee npoasieHne Ha NbroTHbIX
YCIOBUSX:
B TeueHue 2x (AByX) MecsiLeB OT AaTbl OKOHYaHMA NpeablayLier NoANUCKU CTOMMOCTb
npoaneHus cocrtaBnset 45% OT TeKywMX LieH npauc-nucta Ha nNpoaykT, 6e3 ydeta
moaynen Jlabopatopum Kacnepckoro*. Cpok [OenctBusi NpoaneBaeTcss C  MOMEHTa
3aBepLUeHnst NpeablayLiero nepnoaa AencTBMS NOAMMUCKU.
Mocne 2x (AByX) mecsiueB OT AaTbl OKOHYaHUA Npeablaylwen NoaAnuCKU CTOUMOCTb
npoaneHus cocrtaBnsaeTr 75% OT TeKywMX LeH npanc-nucta Ha npoaykr, 6e3 ydyeta
moaynen Jlabopatopun Kacnepckoro*. B aTom criyyae cpok A4eNCTBUS HAUNMHAETCS C MOMEHTa
akTMBauumn npoasnieHns. Bol nonyyaeTe BO3MOXHOCTb 3arpy3nTb U YCTaHOBUTb BCE M3BMEHEHNS
n OOHOBMEHNA, KOTOPblEe BbIWMAW 3@ BECb Nepuod, B KOTOPOM Bbl HE MONb30BanMCb
OBOHOBNEHNAMM.

* CTOMMOCTb NOANMNCKM OGHOBNEHUIA 6a3 Moaynen aHTUBMpPYCca U aHTUcnama - (OUKCUPOBaHHas.

ideco.ru 8 800 555 3340 info@ideco.ru
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